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st pabotel B unopmanmonusix cucremax Munduna KbBP (manee — UC)
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Buumanue!!!
IIpu mosryyeHnuu (MPOJJICHUH) OTKPBITYI0 YacTh cepTugukara Il HeodOxoaumo
OTHPaBJATH HA MOUTOBLIN UK Munduna KBP ecp.minfin@Kkbr.ru.




YcranoBka ceprudukara Il Ha kKoMnbIOTEpeE.
1 YeranoBka Kpunto Ilpo:

Ba:xno!!! Eciin Ha komnbIoTepe ycTaHoBJeHa nporpamma Kpunro Ilpo 3.0 niun
BbIlIIE TO JAHHBIH MYHKT NMPOIyCKaeTe.

B nmakere ns yctanoBku CY ®J] — Kpunro [1Ipo u B 3aBricuMocTy 0T OniepaiinioHHOM
cUcTeMbl BbIOMpaeM aitn ans 32 OutHOM w64 OWUTHOM CHCTEMBI.
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ﬁ Ycranoeka "Kpuntollpo CSP" | 2% |

Bac NnpMBETCTBYET NporpaMMa yCTaHOBKH
"KpunTolpo CSP (KC1)"

MporpaMMa BeINQNHAT yoTaHoBky KpunTollpo CSP™ Ha
KOMMBHOTED. [NA NPOACTHEHWA HEHMUTE KHOMKY ~danee”,

MPEAYTIPEAAEHVE: daHHas NporpaMMa SalMIWLEHS 3aK0HaMK

“"“"Tﬂ“nﬂ CSP ol BETOPCKMY NPABAX M MEHAYHAPOAHEIMK COMNEWEHMAMM,
3.6

< Hazan I Hanee = I [ OTMeHa ]
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NAUESHIRoOHHOES COrnaleHHe

I'Imxanw'cra, BEHAMGTENBEHD NPOYTUTE CNEQYHOLWEE NMUEHSHMOHHDE
CornaweHHe.

BHMMATENBHO O3HAKOMBTECE C NIALEHZOHHBIM COTNALLEHMEM HA
MCNONb30BAHNE MSOENNA [
NMUEH3WOHHOE COMMALIEHWUE

1. TepMHHEI 0 ONpegeneHWA

1.1. HacTomAwee JIMUEHEWOHHOE COMMaweHWe ABNASTCA ofwed odepTol mesgy 000
"KPIANTO-NPO™ w NonezoBaTtensm - @USMYECKHM WNW KpPHUZHYECKUM nuuoMm. HacToAwes
JIHUEH3WOHHOE COMaWeHne B CNy4ae CcOrmackd, BhipE#eHHOro B GOpME MONYaHWa B
TeyeHWe 7 gHel © MOMEHTAa npuolpeTeHWA npaBa HA WCNOMbI0EAHME 3genuA, B
COOTBETCTEMH Co CT. 433 K PO uMmeeT cuny gorosopa.

1.2. NMog lzgendem NOHWMEETCA NporpaMMalkoMnnerc nporpams gna 3BM, Bknouan
HOCHMTENW W QOKYMEHTALWK, ABTOPCKME NpaBEa HA KOTOPLIe npuHagnexatT 000 «KPHMNTO- -

':i' A MPHUHKWMGD YCNOBMA NMUEHZMOHHOMD COrnaleHA

(71 A HE NPUHMMEKD YCNOBMA NMHLEHZMOHHOND COrNaLUIEHMSA
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CeenendA O NoONL30BaTENE

YREwMTE cBeaeHnA o cebe,

[onesoBaTENG:

OpraHzauma;

CEpUAHEIN HOMER

BeeauTe CepMAHBIA HOMED, COOTEETCTEYHILWMA NMUEHIMOHHONY COrNSWEHHKD,
Bes sanaHHoro CepMAHOND HOMEPE CPOK. AENCTEMA NPOAYKTa TPM MECALE.

[ < Hazan ][ Aanee = I[ OTHMeHS
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Bug yCTaHOBKH

EI:IIEOIZI Hawbonee NoAXoOAWErD BMOE YCTEHOBEM,

BrIDEDMTE BI1A YCTAHOBKM,

@ Obmunan
BYHET YCTEHOBNEH CTaHAAPTHEIR HEB0D KOMMOHEHT .,

Brifiop HeofxoAMMelx KOMAOHEHTOE NPOrPaMMel W NaMKK, B
KOTOPOA oHW BYAYT YCTaHOBNEHR!. PACCHMTaHE HE OnbITHEIX
nonbsoEaTensn,
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MocnegHue NPMroTOBEHHA K YCTAHOBKE NPOrpaMMbl

MporpaMMa roToBa K HaYany yoTaHOoBKM.,

BeifepuTe TpebyeMmble BMONMOTERM NOAAEMHKM (MOMHD HACTPOKMTE NO3HE):

3apErWCTPMPOBaTE CHUTRIBATEND PeecTp”
3EPErMCTPMPOEETE CHMTHIESTENE CMEPT -HapT

3apErMCTPMPOBATE CHMTHIBETENE ChEMHEIX HOCMTENEN

Ha#MMTE KHOMKY “¥CTaHOBUTE , YToBk! HAYETE YCTAHOBKY,

YTofkl NPOCMOTPETE MAK MEMEHMTE NAPaMETPEI YCTAHOEKM, HEWMKMTE KHOMKY "Hazaa "
HamMiTe kKHonKy "OTMEHE ™ ANA BeIXOAE M3 NPOrPaMMEL.

[ < Hasan ]I ¥CTEHOBMTb I[ OTMEHE ]

Ycranoeka "KpunTolpo CSP"

¥CTaHaBNMBaKITCA BbIEFIEHHbIE KOMMNOHEHTEI NpOorpaMMil.

NoHAMTeck OKOHYaHWA YCTaHoBKM “KpunTallpo CSP™, 3To MOKEeT 3aHATE
HECKOMBKD MUHYT.

CocToAHKe:

< Hazan
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MporpammMa ycraHoBkH "Kpuntollpo CSP"
ZaBepleHa

YeraHoska HpunTolpo C5PT yonewHo saeepwena, Hammure
KHOMKY “TOTOB0™ ANA BeINOOE M3 NPOrPaMMEl.

Kpuntolipo CSP
3.6

< Hazan [oToBOD OtMeHa

L A

IHociie okonuyanust ycranoBku HaxumaeM 'OTOBO, nocie yero Haxxumaem
JA nepe3arpy3urb CHCTEM

=
J ﬁ.‘ Ceegerus o nporpaMme yoradoskn "Kpuntollpo CSP

A% 1nA y4eTa M3MEHEHW B HacTpolikax KpunTollpo CSP
TpefYETCA NEPE3ArpYSKa CMCTEMBl, HamMuTe kHonky “1a",
YToAkI NEPE3ArPY3IMTE KOMMBKITED CEAYaC, nvbo kHomky "HeT™,
YToDEI BEINOMHWTE NEPEZArPYIKY NOZHE BPYYHYHD.

[lo Bompocam ycrtaHoBkM oOpamiaemcs Kk  noanepxkke  Kpunrollpo:
https://www.cryptopro.ru/support.



https://www.cryptopro.ru/support

2 YcraHOBKa M0JIB30BaTeIbCKOr0 cepTuduKara

Ilepen nauanom wucnosb3oBanus CepTudukar AOKEH ObITh YCTAaHOBIIEH B
JUYHOE XpaHWIMLIE MO0Jb30BaTeNlss Ha padouel CTaHIMM MOJ YIpaBICHUEM
omnepanroHHoi cuctembl Microsoft Windows ¢ ycranosnennsiMm CK3U Kpunrollpo
CSP 3.6.

JUis  yCTaHOBKM JIMYHOTO  cepTu(dukara HeoOXOAUMO  BBIIOJIHUTH
CJIEYIOIYIO TIOCIEA0BATEIbHOCTD AEUCTBUM:

1. 3anyctuts Kpunrollpo.

Tunmaselit myTh 3anycka: Ilyck = Hacmpouxu =2 [lanens ynpaenienus =
Kpunmollpo.

2. B nosiBuBmemcst okue «CoiictBa: Kpunrollpo CSP» mepeiitu Ha BK1aaky
«CepBHUC» 1 HAXKATh KHOIKY «Y CTAHOBUTH JINYHBIN cepTUDUKAT» (CM. PUCYHOK 4).

AononHHTENEHD ARFOpHTHE! BesonacHocTE ‘Winlogon
Ofilume Ofopy.ADBaHHE Cepemc

KoHTEAHER SaKPEITOMD KAMIYE
TH HACTEPa NOSEONAKT NPOTECTHROESTE, CKOMHPOEATE HAH
YAAMMTE KOHTERHEP 38KPEITOND KAKIYa © HOCHTENA,

[HDDIBETHDDBaTb... ] [ CEOMHPOBATE. ] [ YAAMHTE ]

CEpTHRHKATE B KOHTEHHEDE 3AKPEITOND KNH4a

ITOT MACTEP NOZBONAET NPOCMOTPETE CEPTHHMKATE, HEX0AAWHECS
B KOHTEAHEPE 3aKPBITOMO KN4, H YCTAHOBMTE MX B XPaHHHILE
CEPTHHMKATOE,

[ MpOCHOTPETE CEPTHRMKATEI B KOHTERHERE. .| ]

TNHYHEN CepTHEMKET

3TOT MACTEp NOZBONAET CBAZETE CEpTHdMKAT M3 darina
KOHTEfHEPOM 3EKPEITOrD KNHXHE, YCTAHOEHE 3TOT CepTHAMKAT B
XPAHHMHLLE.

I YWCTAHOBHTE NMHHEIA CEpTHOMKAT . ..

MaponK 3akpeITeE KNH-ed

3TH MACTEpa NOSE0NAMT HEMEHEHHTE NaponH (MMH-Ko Ak 3aKpbITEE:
KMHOUEH MK ¥ A8MHTE SANOMHEHHEIS PSHEE NAP0NH,

[ MISMEHMTE Naponk. .. ] [ ¥ AENHTE SaN0MHEHHEIE DAPOMH. .. ]

[ O ][ CTMEHS ]

4. ®opma paGoThI ¢ cepTUPHUKATAMHI H KOHTeiliHEPAaMHU 3aKPBITOr0 KJI0Ya
3. B otkpeiBmiemMcs okHe «Pacmonoxkenue —daina  ceptuduxaTay,
HE0OX0oMMMO yKazath (aitn coxpaHeHHOro ceprudukarta, s 3TOro MoxxHO
BOCIIOJIB30BaThCs  KHOMKOM «0O030p», (cm. pucynok 5). Ilocine BbeiOopa
yCTaHABIMBAEMOTO CepTU(HUKATa HAKMUTE KHOTIKY «J[amee».



MacTep ycTaHOBKH JIMUHOTO Ce pTHpHHATA § |

PacnonoxeHue dafina cepTHPMKaTa
BEEAWTE WK YKaKTE PACNONOHEHHE FaRNA YCTAHABNMBAEMOrD CETHEMKAT S g

Wria bafina cepTrdukara;
C:vwWork\SUFDACERTACERT_TES T\ Privat cer

P OPMET PARNG MOKET OOHAM W3 CASMYHILLIE
P aiin ceprugukata - $.503 (CER..CRT)
Coofwenwe crangapra PECS #7 [(F7E..F7M..DER]
FPEHWMMLLE CEPUaNU30BaHHEIX CepTUpMKaToE [(S5T)

Jarmedanme:
HekoTopeie POpMaTE halin0E MOryT COOEPXATE B QAHOM paline
0188 OAHOMD CEpTHPMEATA.

[ < Hazan “ Hanee > ] [ OTreHa ]

5. ®opma BeIOOpa cepTHpUKaTa
4. Ha cnenyroiiieM 1are yCTaHOBKH, B OkHE « KOHTelHep 3aKphITOro KIIIouay,
cHayvasa, B nojie «Boioepure CSP 715 moucka KIIr04eBbIX KOHTEHHEPOBY, BHIOEPUTE
U3 BBIMAJIAIONIETO CIUCKAa TO 3HAYEHHE, KOTOPOE IMOKA3aHO HAa PUCYHKE. 3aTeM
Ha)XMUTE KHONIKY «O030p» (pUCYHOK 6).

MacTep ycTaHoBKM /IMYHOTO cepThimiaTa X

KoHTedHep sakpumoro kmova
BEEMTE MK Yk EHWTE KOHTEMHED SAKPETOr0 KAKYA, KOTOPEIR COOTEETCTEYET
BEISPAHHOMY CERTHPMKATY

|:| H kT KOHTEHAHED BT OMETHYECKM

A kAKMSEOrD KOHTEHAHERS:

BEEaEHHOE MMA 3a08ET KAYEE0A KOHTEHHED:
(*) Donezoearena
() KomnetoTepa

BriSepure C5F ana noMcka KAKYEBEI! KOHT &HHEPOE:
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Pravider v

6. ®opma BbI0Opa KOHTEIiHEpPa 3aKPBITOr0 KJI04Ya
5. Otkpoercs OKHO «BBIOOp KITIOYEBOTO KOHTEHHEpa». YKAKUTE HUMS
KJIFOUEBOTO KOHTEIHEpa U HaxMuTe KHONIKY «OK» (cM. pucyHok 7).




Bl Brifiop KAHYe BOTO KOHTE HHE pa

E CMNHCEE NOK33BIEITE

(%) [ pys#ecTEEHHEIE HvEHa () YnukansHele MveHa

Crcok, KNKDNEERIX KIIIHTElfiHEFIDB NoNEZ0EITENA:

CuMTeIEaTEAE % Mraa koHTE(HERS
WMeaHoE MeaH Meadoewy 515100103

ACKOEOT, &

I
[ Cancel ] [ )8

| ™

|4"\

7. JocTynHble KOHTElHEPbI 3AKPBHITOr0 KJIK0Ya

6. [Tocne aToro HaxkmMuTe KHOTKY «Jlameey.
7. Ha cnenyromem 1miare, B OKHE «XpaHWIHILE CEPTUDUKATOBY, HAKMUTE

KHOTIKY «O030p». B OTKpbIBIIIEMCS CIMCKE XPaHWIHIL CEPTUPUKATOB BHIOEpUTE
«JIngnbie» u HaxxmuTe KHOMKY «OK» (cM. pucyHOK 8).

EP YCTAHOBKH MH4YH PTHPHEATA

XpaHHAHILE CEPTHPHKATOB
HKEHMTE XPAHMMLLE CEETHRMEATOR 007 YCTAHOEKMW B HEMD BbIfpaHHorD r@

] Buibop xpaHHnuma ce pTHipHiaTa |E|r5__(|

BrifEpHTE XPaHHIHLLE CEPTHMEATOE,

YkazaHHEI pa @ | [parena
KOMMEKITERa Off (I AoBepeHHBIE KOPHEELIE UEHTPBI CepTH]

D AOEEPHTENEHEIE OTHOWEHHA B NPEANpr
MM RpaHnLL (23 MpomMesky ToMHBIE LEHTPB CEPTHAHKALA

[:I OOBeKT Nonez0EaTEnA Ackive Direckory :I

T fARAREHHIE U= AT w7

< | =
[(JNokasaTe drzrHeckie XpaHHiLa k]
£
[ OF l [ OTHEHA ]

8. BoiOop xpaHmiInima ceprugukara
8. ITocne BBI60pa XpaHUJIHIIAa CepTI/I(l)I/IKaTOB HaXMHTC KHOIIKY «I[anee».
9. B mosBUBIIEMCS OKHE 3aBCPUICHHUA YCTAHOBKH JIMYHOI'O CepTI/I(bI/IKaTa

Ha)XMUTC KHOIIKY «["oToBOY.



MacTe p yCTaHOBKH JHYHOTO Ce pTHbMKATA @

3aBepweHne paboTbl MacTepa
YCTaHOBKW NWUYHOro cepTUthuKkaTa

Pafiora racTepa YoTAHOBKH AMYHOr D CERTHSMK ATa YoMalUHo
FABEPLWEHE.

BB Yk a3aHE! CABLYIOLHE NAPaMET Pl

B =aTE cepTMdlEaT A
W3 aina C:vwark \SUFDSCERTAC
HMA CEPTHDHKATA SecondMame Firsthame
CyYSBERT G=Firsth ame, SH=5econt
MOCTSEWMHE, E=Car@0racle.com, C=R1
OEACTEWTENEH © 30 anpena 2008 r. 10033
LEfCTEHTENEH MO 30 anpena 2009 . 10:43;
CEPHEHBIA HOkED 4077 FESE 0000 0000 0

MpoCTaEWTE CobLIKY
A R A R T LA LS %

>

dfeguTeck, yTo BEISPaHEI NPAEHNEHEIS NAPSMETPE M
Ha#MHTE KHONKY ' OToEC" 00A BEINDAHEHWA YCTAHOEKM,

[ < Hazan, " [oToBo ] [ OTreHa ]

9. 3aBeplIeHUE YCTAHOBKH cepTU(HKATA
Ha stom ImpouecCC YCTaHOBKHU CKII B XpaHWJINIIC 3aKaHYUBACTCA.

—

. R —
Macrep skcnopTa cepTudMkaTos @

3aBepweHne paboTel MacTepa
3KCNopTa cepTUdUKATOB

Vs PafioTa MacTepa sKmopTa cepTHGMKATOR YaeWwHD
\,', = g } SEBEpLIEHE.
—

BNk yKasaHs! CNEAYIOWWE NaPaMeTpal:

C:\Windows\system32\mmwem uma daiina.cer

Het

KaThl HeT
[LEouuHble dainel X.509 (*.cer) B koamposke C

< Hasan H loToBo ] | OTHeHa |

& — E——

[Io Bompocam ycTaHOBKHM cepTU(]HKaTa TOJB30BATENsI OOpamaeMcs B OTACI

uHpopmarmonasix TexHonoruit Mundpuna KBP (kabuner Ne7). KonrtakTHbie
HoMmepa TenedoHoB: 42-05-85; 42-08-66 nobaBounsiii Homep 141,142,143,144,207.



